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Introduction

In this section, we will introduce you to our client and the scope of the product
that we have developed. Also, we explain key terminology that is going to be
used throughout this report. Furthermore, we provide an explanation to the
current state of how our client goes about their activities and the aim for this

ten-week project.



1.1 Esports Team Twente and Product Scope

Competitive gaming, also known as esports, is a rapidly evolving field that
generates a large amount of data, calling for tools with quantitative- and
qualitative-oriented statistical analysis and approachable ways to parse through

generated data.

Esports Team Twente, the official esports student group of the University
of Twente, has teams for Counter-Strike: Global Offensive, Rocket League,
League of Legends, and more. They require a web-based application (dash-
board) to view player- and match-generated data and a backend to centralize
their collection of replays, consisting of data regarding a particular match in a
game. Furthermore, managers use the product to conduct performance analysis

with teams and players.

1.2 Key terms

ETT Stands for Esports Team Twente and is the official esports group of the

University of Twente.

Game Refers to a video game title, such as Counter-Strike: Global Offensive

or Rocket League.
Match Refers to a single instance of a game played.

Scrim Scrimmage (scrim) refers to practice matches where an esports team

will play against another esports team to practice.

Tourney Tournament (tourney) refers to a real match played between esports

teams, typically in a competitive setting.

Ranked Refers to a match played in the game’s matchmaking system, typically
played casually outside of an esports player’s training schedule.



1.3 Current state of the art

Currently, coaching staff and team managers have a decentralized approach to
achieve what they want. Their data science department writes analysis scripts
for games and the coaching staff runs these scripts on their local machines
individually, creating a cumbersome and unapproachable experience — espe-
cially for those with little or no experience with troubleshooting script-related
issues. Not to mention, it could mean that the data scientists have to spend
a considerable amount of time giving support to coaching staff with using the

scripts.

1.4 Call to action

The goal of our dashboard is to streamline this process, create a user-friendly
interface for the statistics, and automate the data analysis pipeline from the
moment users upload replay data until it is processed and ready to view. Con-
sequently, players and coaches can easily assess their performance during “VOD

reviews”, in strategy discussion sessions or on the go.

ETT is not interested in the development of analysis scripts for replays. In-
stead, they would like us to develop a well-thought-out end-to-end procedure for
uploading a replay using a dashboard, feeding it into an analysis data pipeline,
and retrieving and storing the results to a database. The results can then be

viewed in a user-friendly manner on the dashboard itself.

For the purposes of our dashboard, we create “dummy” scripts that output
random data in place of actual analysis, which ETT’s data analysis team will

do at some point in the future.
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Problem analysis

In this section, we will go over the stakeholders we identified, and following
the problems these stakeholders faced that we described in Introduction, we

describe the benefits to each stakeholder by the introduction of our new system.



2.1 Stakeholders

After a brief discussion with our client, we were able to identify the following
stakeholders:

e Team managers: we use this as an inclusive term for all coaching staff
and other team-centric figures who are responsible for the management

of their team.

e Players: these are the members of the teams who participate in scrims

(practice matches against other teams) and official tournament matches.

e Administrator: upper-level management of the entire organization who

oversees all the operations and their teams

e Developers: concerned with maintaining and expanding the operations
of the dashboard and data analysis pipelines

Further results of this meeting will be detailed in the later section 4.

2.2 Benefits to stakeholders

Team managers

The current state-of-the-art for team managers and coaching staff is to man-
ually run a series of Python scripts on data generated from games. With this
dashboard, we streamline their workflow, allowing for more task efficiency. A
web dashboard will also be much more readable and user-friendly as they cur-

rently have to view statistics in the command prompt.
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Players

As players have rigorous training schedules, they will benefit from the ease of
access and to their performance and the improved UX, so they waste less time
in understanding the raw data during training sessions and they can get back

into the game.

Administrators

Administrators at ETT will benefit from their organization’s operations run-

ning smoother achieved through the introduction of the centralized dashboard.

Developers

Understandably, developers currently have to provide one-on-one support to
the coaching staff to help them operate the scripts. With the introduction
of the dashboard, developers can allocate more time towards working on the
scripts and, in the future, will be able to expand on the data analysis pipeline

easily with more games.

12
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Requirements Specification

In this section we will go over the stakeholder requirements in the form of

user stories and then the system requirements will be laid out according to the

MoSCoW principle.



3.1 Stakeholder Requirements

As an administrator...

1. I want only authorized people to be able to access the dashboard, subject
to administrator approval
The dashboard should only be accessible by members of ETT. When a
user creates an account, their account should not be able to access the

dashboard until an administrator approves the account.

2. I want to be able to approve an account to access the dashboard
There should be a page where administrators can view the queue of ac-
counts pending approval and click a button to assign permissions to those

users and approve them.

3. I want to be able to create, edit and delete teams
Administrators should be able to create new teams, such as if they have
an A team or B team for a game. They should also be able to edit the

name and players/managers assigned to it, and delete the team if needed.

4. T want to be able to add/remove players and managers from teams
Administrators should be able to change who is part of a team, as this is

something that can change over the course of a team’s existence

5. I want to be able to modify a user’s permission level between team man-
ager and player

Administrators should be able to change a person’s roles

As a team manager...

1. I want to be able to upload replays
A team manager is able to upload a replay of a match for his respective

team.

14



2. I want to be able to view my team’s overall performance per match
A team manager is able to check how his team performed in a match based

on overall statistics.

3. I want to be able to view each player’s performance per match
Besides overall statistics, it is also important for team managers to check

individual performance of players per match.

4. T want to be able to view my team’s overall performance per round of a
match
Certain rounds in a match can be very crucial. The team manager should
be able to identify those rounds based on the overall performance of the

team.

5. I want to be able to see how each player performed in each round of a
match
Team managers should be able to check how each player performs per

round to be able to assess individual team members.

6. I want to be able to view my team’s performance across all uploaded
replays
As more replays are uploaded, the evolution of the team can be observed
from the overall statistics.

7. I want to differentiate between the types of matches, i.e scrimmage, tour-
nament and ranked matches
Being able to differentiate between the type of matches allows for the team
manager to know how the team performs in a practice situation or in an
official match.

As a player...

1. I want to be able to upload replays
Players have to be able to upload a replay of the matches they have played.

15



2. I want to be able to view the team’s replays

Players should have the ability to view their own team’s statistics.

3. I want to be able to view my team’s overall performance per match
Players have to be able to view their team’s performance to know where

they need to tmprove their game style

4. T want to be able to view each player’s performance per match
Players should be able to view their teammates’ performance so they can
give aduvice to each if one is better in one category while another play is

better in a different category

5. I want to be able to view my team’s overall performance per round of a
match
Players should be able to further refine the analysis by looking into the
per round performance of their team

6. I want to be able to see how each player performed in each round of a
match
Players should be able to further pinpoint individual player’s performance

and mistakes with per round statistics

7. I want to be able to view my team’s performance across all uploaded
replays
Seeing a general statistic of the team performance based on all uploaded
replays 1s useful to detect a trend for the team’s performance in the past
few matches.

As a developer...

1. T want to be able to extend the game library
As ETT’s organization grows and the esports industry evolves, ETT may
have teams for more games that are not supported in the currrent iteration
of the dashboard. The developers must be able to easily extend the frontend

16



and backend to support new games.

2. I want to be able to add new statistics to analyze from replays
The data analysis pipeline may find new statistics they want to analyze
from games, and it should be possible to easily change what statistics they

want to extract and support it on the frontend and backend.

3. I want to augment/change a data pipeline of a specific game
The data science team may want to update their scripts on the backend,

and they should easily be able to do so.

As a user...

—_

. I want to be able to choose which game to view statistics for

Replays should be logically organized by game.

2. I want to be able to choose which team within a game to view statistics
for
As the dashboard will support multiple teams for each game, there should

be a way to choose which team to view the replays of.

3. I want to see the history of replays
There should be a way to view all replays ETT has ever played, sorted
latest to oldest.

4. 1 want to see general statistics on a game’s landing page
There should be some statistics about the team, such as their winrate, how
many matches they have played, the results of their most recent match,
etc. on a team’s page. The statistics shown will vary depending on the

game.

5. I want to see detailed statistics about a particular match
On the page for a match, there should be statistics about the match which
depend on which game s played. For example, if it’s a Counter-Strike

match, these statistics may include the number of times the bomb was

17



planted, defused, how many times various utilities such as smokes and

grenades were used, etc, in addition to the team’s scores.

6. I want to see detailed statistics about players on a match’s page
In addition to the whole team’s statistics, you should be able to view the

statistics of an individual player to compare performance between players.

7. I want to see detailed statistics about a player’s performance per round
of a match.

Stmilar to the above, but per round instead of for the entire match.

8. I want to see some graphical visualisation of the statistics
For user experience, graphical visualizations are good way to compare the
performance between teams. The use of a graph to display statistics such

as the amount of smokes each team threw will allow for easy comparisons.

9. I want to be able to change my account information
For an account, a user should be able to change their name, email, in-

game name, password.

3.2 System Requirements

In this section, we lay out the system requirements of our product using the
MoSCoW principle. This means that they are prioritised based on must-have,

should-have, could-have and won’t-have. Below they are laid out:

Must-have

These are requirements that we believe are vital and most important for the
product. This means that without them the product is not going to be seen
as successfully finished. They are also based on the interviews we conducted

with our stakeholders.

18



. The system must have a login and registration system
A login system allows for security together with role-based permissions.

The registration system eases the ability of a new player to begin using
the dashboard.

. The system must have a mechanism to upload game replays
Uploading a replay is an essential part of the system as it’s main require-

ment is to be a replay database

. The system must have a graphical visualization feature for certain statis-
tics
The graphical visualization allows for easier understanding of the shown

statistics which helps the users better evaluate their performance

. The system must be able to be expandable for addition of more games
An expandable system is defined by the usage of generalisations together

with separation of classes to allow for easier addition of a new game

. The system must allow administrators to approve and deny new accounts

This allows for strict management of the users in the system as they
should only be users verified by ETT.

. The system must allow for administrators to update users’ permissions
Managing the user permission through role assignment helps for easier

division of access and tasks in the dashboard

. The system must allow for administrators to delete accounts
Deletion of accounts is necessary when ETT wants to deny a new account

or to remove an existing account that no longer should have access

. The system must store sensitive user data in a suitable and secure manner
It is very important to keep passwords and emails secure as they are the

entrance points to the system.

. The system must be able to assign users’ permissions and ensure they

cannot bypass their security level

19



Permissions allow to manage and restrict a user’s use of the website as

there are actions like deleting accounts that must be done only by admins.

Should-have

These are requirements that are not as vital for the product, however, they are
still important for the user-friendliness of the user interface and functionality

of the product.

1. The system should have a history of all the replays uploaded
There should be an easy way to navigate through all of the replays uploaded

by a particular team.

2. The system should have a game selection section

There should be a way to select which game to view statistics for.

3. The system should allow the creation of new teams
As ETT may have multiple teams per game, there should be a way to add

new teams, delete them and edit them.

4. The system should have a team selection section

There should be a way to select which team to view statistics for.

5. The system should be able to show detailed statistics of players in a
match

As previously described in the User requirements

6. The system should be easily navigable for the common user
Verified through usability testing, the overall site structure and layout of
components should be easily understandable such that the average user

(an esports player at ETT) has a good experience.

20



Could-have

These are requirements which have a “nice-to-have” status. This status means
that they are not crucial for the product but could be added in case the re-
maining time allows their implementation.

1. The system could gracefully handles any errors without crashing
Graceful error handling such that the user is still able to navigate the
dashboard when only one part of the API or frontend has a bug would be

good, as well as a clear error message to show what went wrong.

2. The system could allow for editing and deletion of replays

Admmninistrators and team managers may want to delete replays

3. The system could have a match filtering feature
It could be nice if users are able to view matches of only a certain type, e.q
played on a certain map, played against a certain team, is a scrimmage
map or tournament match, etc..

Won’t-have

In this category fall requirements which cannot be fulfilled in the time frame

given by the Design Project.

1. The system won’t run real data analysis scripts for game replay data
As previously described, data analysis is out of scope for this project and
will be implemented at a later stage by ETT’s data analysis department.

Instead, we generate dummy data in place of the data analysis.
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4

System Proposal

In this section we discuss the initial meeting with the product owner, some
players from ETT which will end up using the dashboard in the end, and the
results we got from usability testing.



4.1 Initial meeting

Our first meeting was with the product owner Mauk Muller. This was to
introduce us to the project and align our expectations. Based on this meeting,
we were able to generate system requirements and user stories. The questions
and their verbatim answers from this meeting can be found in the Appendix
subsection D.1. In summary, we identified stakeholders, the games to focus
on, what kind of statistics they expected to retrieve from replays, and their
expectations for what technologies we should utilise. Further, based on his

responses we were also able to come up with a low fidelity prototype.

4.2 Player meetings

To get more in-depth insight into what statistics esports professionals find
useful and interesting from replays, we also conducted interviews with two of
ETT’s players. The first was with Henry Wright, a Rocket League player,
and the other was with Joran Hagen, a CS:GO player. The questions and
their answers can be found in subsection D.2 and subsection D.3 respectively.
During these meetings, we also gained feedback on our low fidelity prototype,
specifically what they liked and disliked in the current iteration and what they

would like to see in the next iteration.

In summary, both players gave similar answers about the whole process. How-
ever, in rocket league — they have somebody else run through their replay
opposed to the solo replay run through in the CS:GO team. What they will
find as useful statistics turned out to be game specific. For example, Henry
said that “goals, assists, saves” are useful statistics to display in the dashboard
while Joran mentions “kills, deaths, utility usage” or “Average Damage per
Round (ADR)”. After showing the lo-fi prototype, Joran suggested some im-
provements such as adding notes to replays (Example of a note: “Look at B
site of this replay”) to help clarify where the game style needs improvement.
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Another suggestion he gave was searching for replays based on automatic tags
(Example: Typing “Inferno” gives all replays played on the map Inferno). A
suggestion from Henry was to add a feature to export the analysed data. To-
gether with that, Henry suggested to add a roster page for teams.

4.3 System introduction

Halfway through Sprint 1, we were able to produce a basic high-fidelity pro-
totype which we showcased at a meeting with ETT. Overall, they received
the demonstration well and liked our progress. Our key takeaway from this
meeting, which led to a shift in our focus in terms of requirements, was that
ETT did not expect us to implement data analysis or to worry about which
statistics to display. Rather, they wanted us to focus on laying the groundwork
for the data analysis pipeline, documentation, and expandability so they could

add more games in the future.

4.4 Usability testing

After Sprint One, we had produced a high-fidelity prototype which we were
able to demo to the clients in the form of a usability test. This prototype was
deployed so that the clients could interact with it on their own machines in the
browser. Importantly, there was no real integration with the backend at this
stage so all requests were fake, yet designed to mimic the real experience with

delays and loading icons. The procedure of this test was as follows.

Initially, the clients were given a brief introduction to the purpose of the web-
site and as to what they would be doing. We asked for their consent to be
screen recorded while they interacted with the website. They were asked to
create accounts, approve them using the administrator panel, and then given

20 seconds to familiarize themselves with the website.
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In the next step, we laid out some interaction scenarios where the testers were
given a small information retrieval task. The interaction was timed to observe
how long it took them to figure out where the information was in the website.
They were asked to describe their thinking process out loud while interacting,
and notes were made on what their thoughts were. The full list of interaction

scenarios can be found in Appendix E.

Following the interaction scenarios, we conducted a structured interview where
the tester was asked to respond on a scale of 1-5 how intuitive/understandable

they found several aspects of the interactions.

Lastly, we had an unstructured interview section where the testers were free
to respond openly to broad questions regarding the website experience. Notes
were again made on their responses. Please note that we did not refine the
website between each testing session so that each tester would see the exact

same experience.

Results

After the testing sessions, we analyzed the responses to make an inventory of

what users found frustrating, not intuitive or difficult to use about the website.

The first task we gave users was to show us all the pages on the site and explain
their purpose. On the landing page of the dashboard and on the Game page,
we have clickable cards, as seen in Figure 1 to navigate to a match. At first,
we thought it was intuitive because the cursor changes when you hover your
mouse over a card to a pointer, but users did not immediately pick up on this.
In the next iteration, we added a hover animation where the card will move

upwards and a shadow is added to make this more clear.

Another piece of feedback we received from each user was that the Settings
and User icons in the sidebar (Figure 2) are confusing, in that they did not

understand what their purpose were. The settings icon was for the adminis-
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Recent Games

sep 28 EID @ sep 27 D) o sep26 @10 gg sep 26 (D) @
on Dust 2 on Neo Tokyo on Champion's on Overpass
Field
AGAINST mvp AGAINST mvp AGAINST mvp

mvp AGAINST
Blueshell Gavin 2/53/21 Blueshell Joshua 3/4/2 Blueshell Adarsh 3/5/0 Blueshell Tristan 14/41/8

Teams List

@ Counter-Strike: Global Offensive team % Rocket League team
Dawarimast @ Dawarimast @
Sjonnie 200 70% Sjonnie 200 64%
GAMESPLAYED  WINRATE - GAMESPLAYED WINRATE
Macvarnish MacVarnish
Mark Rutte [m ée; Mark Rutte
— Mirage 74 40% 12345

MOSTPLAYEDMAP  BOMBS PLANTED EEEnin AVG.POSSESSION  BOOSTS COLLECTED

Figure 1: The landing page cards users did not immediately realize were click-
able

trator panel and the user icon was for user settings. These icons were more or
less placeholders for a better solution anyways, but it was good to confirm this

needed changing. We updated this to instead show a menu.

@ Administrator Panel
2 Account Settings

[+ Logout

(a) Old (b) New

Figure 2: The drawer icons users found confusing

Lastly, we learned that the administrator panel was also not intuitive, specif-
ically the part where you can search up an individual user and update their
permissions and settings (Figure 3). This section was also made as a place-

holder and the design was improved in the next iteration.

One user suggested we add support for multiple teams per game, which while
we had initially planned to do, we had not yet implemented support for it in
the design. Since then, we have successfully added support for it both on the
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Search person

Rol Team
Generic Name Test - -
(a) Old
Search person
a.farooq@ett.com Q
Role
NAME Aamir Farooq Player h¢
IN GAME NAME slimshady Approved

Team

EMAIL a.faroos ett.com
9@ Q@  ETTTeamA(r) -

(b) New

Figure 3: The administrator panel section users found confusing

normal dashboard for players as well as the administrative features, such as

creating, editing and deleting existing teams and assigning players to them.

Apart from the issues, the feedback we received was generally good. The layout
and the structure of the dashboard was well-received. Each of our users thought
the onboarding process was easily understood, it did not take much effort to
familiarize themselves with the dashboard, and players easily understood the
meaning of various statistics, abbreviations and gaming lingo used around the
website. From the results of this usability testing, we concluded that our hi-
fi prototype was successful and after successfully incorporating their feedback
into our design, we are confident that the dashboard will be more useful even

easier for the client to use.
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5
Tools

In this section the frameworks and tools used for developing the frontend,
backend and the database will be listed along with the reasoning behind each
choice and what advantages it may have.



5.1 Frontend

For the frontend, we opted to use React in TypeScript. We chose React because
it is considered the industry standard for modern frontend frameworks. It
is easy to use, and creates a responsive and fluid user experience as well as
development features, such as the ability to compartmentalize certain parts
of the website, and sophisticated state management solutions. Specifically, we
opted to use TypeScript to add additional type safety, preventing one potential
area of runtime errors that would otherwise cause the website to crash.

As far as design goes, we make use of some MUI components to be able to
easily create a good looking skeleton for the user interface, along with custom

CSS for our components, adhering to ETT’s in-house style.

5.2 Backend

Python is the backend’s language due to its simplicity (good frameworks), com-
munity support, and existing data-analysis scripts from ETT’s data-analysis
department. The framework of choice for the server application is FastAPI,
which is an asynchronous, lightweight microframework. The choice is sup-
ported by, but not limited to, its asynchronous nature (using ASGI) for bet-
ter user experience, intensive background and database transactions, and fast
performance. Its support for type hinting, data validation, and extensibility

ensures maintainable, well-documented, clean code.

5.2.1 Application Programming Interface (API)

We employ a REST API architectural style for the posting and retrieval of
data related to replays, statistics, and games, together with authorization,
API keys, and support for administrative tasks. The interface allows stateless

and decoupled communication with devices, other applications, and services.
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It ensures that data pipelines can operate externally or by other tools and

modularity for ETT developers to augment the backend.

5.2.2 Database

MongoDB is a schemaless and document-oriented (NoSQL) database program.
Its choice is supported partly by its schemaless, JSON-like documents allowing
for great flexibility in data management, database migration, and interoper-
ability with data transfer. On the other hand, MongoDB supports schemas
allowing us to integrate it with a backbone of FastAPI, namely Pydantic —
resulting in cost-free support of data validation, data manipulation, and data

conversion without compromising on flexibility.

5.3 Other tools

To aid team collaboration, we use GitHub as the project’s revision management
system. Two separate repositories exist for the backend (consisting of API and
Database) and the frontend, where each team member works in a disparate
branches. Trello is used to keep track of our team’s progress with respect
to system requirements. Furthermore, each team member is scattered across
Europe and therefore Discord is used for daily meetings and screening. Lastly,
we utilize Figma to construct mockups and low-fidelity prototypes, for system

requirements engineering and usability testing.
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6

Architecture

Here we explain the architecture of the system at hand. The system is com-
posed of two components — frontend and backend. Each of the aforementioned
components is explained in detail together with elaboration of how the exten-

sibility requirement of our client is covered.



6.1 Frontend

As stated previously, in this project, we make use of React in TypeScript.
TypeScript was chosen so that there would be less type errors, if any, during
runtime and any such errors could be easily discovered at the development
and compile stage. The eslint linter is used to ensure that the frontend code
abides by standard coding conventions, like warnings for issues such as unused
imports or some general TypeScript anti-patterns. The other major framework
used was MUI for its built in components which enabled us to quickly build
the user interface, including the responsive layout. Custom CSS was used for

many parts of the website as well.

6.1.1 General project structure

The project is divided into the following key components:

e Entrypoint (App.tsx): The file that is run when the project is started.
This initializes the user interface, as well as components such as the

Router, service classes for interacting with the API, and error handler.

e Routes: The pages that the user will see, identifiable by the path shown
in the address bar of the browser. There are distinct routes for pages
such as login, register, main dashboard page, game, match, round and

more.

e Components: These make up the Ul elements that the user will see,
for example the side navigation bar. Components are then “mounted”
in the Route pages. Ul elements are componentized so that they can be
reused across the website, and to keep the code readable in the Routes.
Data is passed into these components using “props”, which are essen-

tially parameters. Components are split into shared components, for
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Components that are used in the entire website, and widgets for Compo-
nents that are used on one specific page. The most important component
is BaseProtectedDashboardRoute, which provides the UI structure for
each page (sidebar, title page), as well as constantly ensuring the user is

authenticated, otherwise redirecting the user to login.

e types.tsx: Contains type declarations for each distinct API endpoint
response. JavaScript can infer the type of API responses by itself, but
then we would not be leveraging the advantages of TypeScript. This way,
we get error messages when we try to access a property that doesn’t exist

in responses at compile time.

e consts.tsx: Contains constants that are used throughout the website in
the form of enumerations. For example, the list of games supported on
the frontend are declared here, along with supporting metadata such as

icons and the list of statistics for each game.

6.1.2 Extensibility

The frontend was designed with the client’s value of extensibility in mind.
As such, if the client wanted to extend the dashboard to add a new game
for example, they could do this by simply adding new enumerations to the
consts. tsx file and declaring the relevant statistics and type declarations for
the game in types.tsx. More routes (pages) can also be easily added by
importing and adding them to the list of routes in the Entrypoint (App.tsx).

6.1.3 API communication, state management and error handling

Communication with the API is done using the axios library, an async “Promise”
based library for making HTTP requests. There are “fetchers” in the services

folder, each of which take a URL as a parameter and return the response data
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from the API. For API requests that require authorization, there are fetch-
ers which automatically populate the JWT token in the Authorization header.
The JWT is cached in a browser cookie and is accessible using another service

class.

The fetchers are used by SWR!, a React state management library designed for
interfacing with APIs. This library is provided in the form of a “hook” which
is run when each component mounts. According to its website, it follows the
“stale while revalidate” cache invalidation strategy. This means it pulls data
from the API and caches it automatically, and polls the API for changes at
an interval or when the user brings focus back to the website. This creates a
fluid experience for the user. For example, when the user goes to one page and
back to the first page, the data does not have to be refreshed as it is cached.
It is also extremely simple to use from the developer’s perspective, compared

to something like Redux, a very complex state management library.

SWR also provides a global error handler service to show dialogs to the user,
as well as “loading” states so we can display “skeleton” components (as shown

in Figure 4) while content is loading.

Figure 4: A skeleton component, used as a placeholder for when data is being
fetched from the API

!Online: https://swr.vercel.app/
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6.1.4 Protected access

To ensure a user is not allowed to access a page they do not have access to, for
example a player trying to access the admin panel without the administrator
role, or a user that isn’t signed in trying to access a page on the dashboard,
we query the API for their rights (which, thanks to SWR, is actually stored in
the cache) when the page loads to see whether or not they have permissions

before displaying any sensitive data. If they don’t, we redirect them away.

6.1.5 Notification service

For notification errors such as success messages when a value is changed or
replay is added, we have a global Snackbar Service in the Entrypoint (App.tsx)
that can be easily accessed in other components. This creates for an intuitive
experience so that the user knows when the server acknowledges a successful
action, or when an error occurs, such as denied permissions to interact with a

part of the website.

6.2 Backend

We provide two options for the organization of the software application archi-
tecture of the dashboard. Both solutions implement the client-server architec-
ture as a computation model in which the Virtual Private Server (VPS) hosts,
delivers, and optionally manages resources. Therefore, it is either a two-tier or
a three-tier architecture - where the first tier is the presentation tier, followed
by the application tier, which may or may not integrate with the data tier. The
presentation tier is the user interface and displays data, collects data from, or
retrieves data on behalf of the user (see subsection 6.1). The application tier
houses the REST API interface, the (business) logic derived from the require-

ments specification (see section 3), and adds, deletes, and modifies the data
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tier. Lastly, the data tier ensures persistence and management of the data. We

further discuss the application and data tier below.

6.2.1 Application Tier

The web application receives and processes the requests from the client and
is divided into two stacks and abstracted into four software stack layers (see
Figure 5). The first layer comprises two components implementing the ac-
cess management control of the application tier and is powered by Nginx.
The reverse proxy is primarily - within the context of the project - for the
identity-protection of the application processing the requests. However, the
intention is to allow the stakeholders to add and modify access management
policies, add more services/applications, and provide empowerment for high
(re-)configurability. The TLS termination proxy allows for Transport Layer
Security (TLS) tunnels for communication encryption/decryption to secure

sensitive data exchanged by the client and server.

Within the second stack are all relevant dependencies that actualize the web
application. The first is Starlette, an asynchronous server gateway, allowing
the Python application (see subsection 5.2) to process and respond to HTTP
requests asynchronously. Following the gateway is the API implemented using
FastAPI (see subsection 5.2), housing the necessary logic to provide the ser-
vices and data rendered by the dashboard. Additionally, it contains structure
and code for data analysis scripts and an Extract-Transform-Load (ETL) data
pipeline, serving primarily as an example and inspiration for the stakeholders
on how the data analysis and corresponding data pipelines can be incorporated
into the application tier. However, the first stack of the application tier allows
ETT to mount a different application altogether to the application tier (behind
Nginx) specifically for data analysis. The last layer contains implementation

for database transactions - adding, deleting, modifying, and reading data for
the dashboard.
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TLS Term. Reverse
Proxy Proxy

Starlette (ASGI)

API & Logic

Database Transactions

Figure 5: Software stack architecture of the application tier. Entire (red-
dotted) stack is cloud-native in that the (black-dotted) stacks are containerized
applications.

6.2.2 Data Tier

It is optional to have a dedicated infrastructure for storing, retrieving, and man-
aging data. We provide or suggest the option since it is reasonable to believe
that, at some point, ETT will aggregate a significant amount of data related
to game-, team-, and player statistics; and because they plan to build other
services around the data and for the dashboard. The project itself ships with
a three-tier architecture and uses MongoDB Atlas as its data tier (service),
emphasizing our cloud-native approach. Pivotal for our decision were, first,
that it is easier to set up and, second, that through replication and sharding,
the backend additionally supports horizontal scaling - whereas the two-tier ar-
chitecture only supports vertical scaling (by upgrading the VPS). Technically,
ETT can augment the two-tier architecture to implement and reap the benefits
of a three-tier architecture (with much more control) by utilizing the container
orchestration we use for the presentation- and application tier and manage
multiple database-instance-containers using Kubernetes. However, this is con-
siderably harder to set up and manage; and certainly not as cost-effective as
the shipped three-tier architecture in terms of fees and effort. Nevertheless,

we leave the decision to ETT as we provide a framework for all solutions and
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provide more information in the technical document.

6.3 Deployment

Although the client has stated that we are not required to deploy the applica-
tion on their servers, we have nonetheless come up with a strategy and examples
with our recommendations for how they could eventually do so. We include
this in the technical document that we provide to the client after the project

is completed.

In essence, we use Docker Compose to build and spin up containerized instances
of the backend and frontend, orchestrated together with a load balancing in-
stance of nginx to make sure requests are sent to the right container. We
have also included recommendations for how to set up SSL (for HT'TPS), and
other security aspects such as a firewall and how to mitigate potential DDoS
attacks.
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7

System specification

In this section, the specification of our system is given. This means that explain
the models which represent data that the system is going to process and present,
together with explanation why they were chosen. Furthermore, the account

hierarchy is explained with the roles that are available and their permissions.



7.1 Games

As described in the introduction, games are video game titles which ETT plays
and has teams for, for example Counter-Strike: Global Offensive. The dash-
board supports two games out of the box: Counter-Strike: Global Offensive
and Rocket League.

Each game has a wide array of statistics that may be completely different from
another game. For example, Rocket League has “goals” and “boosts collected”
whereas Counter-Strike will have “kills” and “smokes thrown”. The system is
aware of the selection of statistics each game must support, and if more games
need to be added in the future, there is a well-defined procedure for doing so,

which can be found in the technical document we provide to ETT’s developers.

7.2 Teams

The games are played by teams, which are an instance of a collection of players.

The system supports modelling of ETT’s teams.

Administrators can create new teams, each of which belong to one specific
game. For example, they may create a team called “A Team” for Counter-
Strike, and another “A Team” for Rocket League. Administrators can assign
players to these teams as long as they have accounts on the dashboard as well.
Each player would need an account to be a member of a team. A player can

only be a member of one team.

Teams can also have managers, which administrators can also assign. Managers
can only be a manager of one team. There is a maximum of two managers that
can be assigned to a team, modelling a realistic situation where there will be
a manager and assistant manager in a team. Accounts cannot be both players

and managers, they must be one or the other.

Teams have statistics displayed specific to the game that they play, for example
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the win-rate of that team across all of the matches they have played or their

most played map.

On the page for a game, users can select which team they would like to see
statistics and matches of. From this page, they can also see the entire list
matches they have played and links to their respective pages, statistics for
the 4 most recent matches, and more detailed statistics for the most recent

matches.

7.3 Matches

As described in the introduction, matches are singular instances of games
played by one of ETT’s teams against some opposing team, at a specified

Y

time. Matches can be of the type “scrim”, “tourney” or “ranked”, which users

can control when they upload the replay pertaining to that match.

Matches have a host of metadata associated with them. Matches have the date
at which the match was played, duration, the map the match was played on,
and information specific to each team that played the match. The metadata
pertaining to the teams includes the name of the teams, their final score, and
the list of the players in each team, as well as match-wide statistics for each
player, for example the number of kills they got in the match. These are
displayed in the form of a collapsible table, which supports collapsing of each
individual player so that side-by-side comparisons can be made for each player’s

performance. This also includes statistics for the opposing team.

Additionally, there are team-wide statistics for each team, for example what
the possession percentage was for each team in a Rocket League match. These
statistics are displayed in the form of a barchart, which facilitates easy com-
parison of the statistics between ETT and the opposing team in a visualized

manner.

If the game supports rounds, for example Counter-Strike, users can also view
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statistics for each team and player’s performance for each round. For example
which team won that round, the game’s score at that point in time, or for each
player how many kills they got, whether they died or not, and if so, who they
were Kkilled by.

Matches can also include a VOD link, which can be a link to anything such as
a YouTube video of the match being played. They also have a name, which
the uploader can choose to provide some sort of description about the match
played.

7.4 Replays

The core of the dashboard is centered around the replays. Anyone with an
approved account can upload a replay. They are able to choose which game they
are uploading a replay for, what type of match the replay was (e.g scrimmage,
tournament or ranked match), as well as various metadata such as a name,
when the match occurred, which ETT team played the match and which team
it was played against. The ETT team in this case must be a team that already
exists, the user will be able to choose from a list of available teams.

The uploader must attach a replay file to the form, and this file is sent, along
with the metadata the user filled out, to the backend. The backend will then be
responsible for extracting and processing statistics from the replay, although
the client specified that the analysis of replays is outside of the scope of our
project; and we, therefore, simply provide an example structure and imple-
mentation using some of their existing scripts. The backend simply facilitates
the end-to-end process of where the analysis would take place, essentially a
function that takes as an input the raw replay data and outputs statistics in a

form that can be stored in the database.

The replay data is then stored in the database in the form of a match.

42



7.5 Accounts and administrator panel

There are five roles for users, which are used to control user permissions across
the dashboard.

e Unapproved users: cannot access the dashboard, are awaiting admin-

istrator approval

e (Guest users: approved to access the dashboard, but are not a member
of any team and do not have any administrator permissions. They can

only view statistics.

e Normal users: assigned as either managers or players for a team, can
upload replays. Crucially, only managers and players can be assigned to
a team, as other users are not part of teams but rather simply work at
the organization in general. Up to 2 managers can be assigned to teams,

and any number of players.

e Administrators: have access to Administrator panel for bookkeeping
of the teams and accounts, i.e changing the permissions of normal users,
guest users and unapproved users. They cannot promote users to admin-

istrators or demote administrators to normal users, however.

e Super administrators: The same permissions as Administrators, but
can promote users to administrators and demote them. This role is re-
served for the upper management at ETT such that regular administra-

tors cannot assign or remove the administrator role to other accounts.

By default, a newly created account has to be approved by an administrator
to be able to log into the dashboard. The dashboard and any of its statistics
cannot be accessed without an account that is approved. A detailed interaction

flow for this can be seen in the UML diagram in Figure 14.
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Both the super administrators and normal administrators can approve accounts
from the Administrator panel. When approving a new account, a role must be
assigned to the new account, either as a player or manager, in which case they
must select which team they belong to, or as an administrator if the approver is
a super admin, in which case they are not assigned to any team. Administrators
also have the ability to deny an account, in which case the account is deleted

and removed from the database.

Administrators and the super administrator are also able to look up users by
their email to modify their permissions. They can assign a different role to
them, delete their account or mark them as unapproved so they can no longer
access the dashboard. A detailed interaction flow for this can be seen in the
UML diagram in Figure 15.

An account has first name and last name, email, in-game name and password.
The user is able to change all these details in the account settings page. In-
game name is a frontend aid for players and managers, as a way to identify

other accounts in a way that is familiar to them from the game itself.
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8

System testing

Here we explain our test plan together with which frameworks have been chosen
and used. Furthermore, the results of the conducted tests are summarized

together with post-testing work.



8.1 Frontend

8.1.1 UI testing

Ul testing was done during Sprint One using mock data served by json-server.
This allowed us to test how the user interface looked with realistic data by
querying mock API endpoints, and ensure there was no unexpected behavior

in terms of responsiveness.

Results

A large amount of small visual bugs was identified using this approach, and

the overall UI was refined as a result of this testing.

8.1.2 Unit, End-to-end testing

On the frontend, we used cypress, a JavaScript framework for automated end-
to-end testing. Cypress works by interacting with the UI of the site, clicking
elements, etc. and you can observe what text is on the screen by accessing

elements through roles.

The goal of our end-to-end testing was to plan out realistic end-to-end workflow
scenarios a user would expect to work properly and to write them out in the
form of tests. In the process, we also conducted unit tests on elements such as
forms to make sure that input validation worked properly, and to ensure that
overall users could not interact with the system in a way that was unexpected,

throwing appropriate errors in the process.

Some examples of interaction scenarios are as follows:

e User that exists and approved should be able to access dashboard

When signing in with a working account, we make sure the user is able
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to stgn i and access the dashboard

e Administrator should be able to approve/deny a new account
First, cypress would create a new user through the registration form. Then
it would sign in through a predefined administrator account, navigate to
the admin panel, and approve the newly created account. In a separate
test, we would deny the account instead with the admin panel and then

ensure the new user is properly deleted as expected.

e Admin user should be able to create a team and upload a replay to it
Cypress would sign in as the administrator account, navigate to the admin
panel, create a new team, then go to the Upload Replay page, fill out the

form with dummy data and then submit it as a replay to the new team.

Results

Many edge cases were identified using this approach, which overall improves the
experience for the user. It was also helpful that the tests could be automatically
run every time a change was made in the backend or API, so that we could
ensure there were no latent side effects with other parts of the system; certainly
doing each of these tests by hand every time a change was made would have

been far more time consuming. In the end, this testing strategy was successful.

8.2 Backend

During implementation

After the implementation of any endpoint, the backend was tested by running
the system as it was. Once it was running, we utilized FastAPI's Swagger Ul
which automatically generated documentation for the backend system. Swag-

ger Ul allows for the ability to make requests to the API and see how it will
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respond which is the main reason to go for this route early in development.
This way many of the bugs could be identified early on even before integration.

Furthermore, it helped see if the responses were using the correct models.

Unit testing

With regards to Unit testing, we opted for the use of pytest which is the most
popular unit testing framework in python. The idea of these tests is to be able
to run a quick diagnostic of the backend just before deployment to be able
to see whether it will run correctly. Some test scenarios were established to

examine the correctness of the backend API.

The test scenarios are quite a few due to the need for thorough testing. An
example of a testing scenario is a GET request to the “/auth” endpoint to
receive the authentication token. Afterwards the information inside is checked
and correct. One such check is to see if the “sub” (the owner of the token)
is the correct user and indeed the one that made the request. Furthermore,
the most important information from the token is checked and that is whether
the permissions are the correct ones given some values in the user object (For
example: if they are admin, manager, player, etc.). Another test scenario is
to the test the user endpoints. One such test is to see if a GET request to
“users/me” returns the user that is making the request. Furthermore, testing
the endpoint “users/{user_id}” to see whether the permission scopes worked
correctly. For example whether only admins could access it and if only super-

admins can add or delete other admins.

Results

The results of testing were that we identified many places with oversights. Some
of these oversights were that the incorrect permissions were given or none at

all. Furthermore, we found that some of the endpoints were not structured
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correctly and the framework was accessing the incorrect endpoints instead of

the requested ones.
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9

Risk analysis

In the following section, we lay out any risks and problems that we believe
could occur in the creation of the product. Furthermore, any problems with

the future deployment of the product have been pointed out.



9.1 Hardware failure

In the event of a catastrophic hardware failure, such as a dead hard drive or fire
at the server site, we should be able to mitigate the damage and prevent data
loss. We can easily handle this by ensuring we do regular, timely backups, for
example once or twice a day and we store this on a separate server, preferably
at an off-site location. As we are not asked to deal with hosting ourselves, this
not our concern to deal with, but we will still outline a solution for backups to
the client.

Furthermore, it must be noted that the service is server-dependent. This is the
main point of failure relating to providing the service. This means that in the
case that the server is down due to maintenance or a power outage - the service
cannot be provided in any way possible. There is no real work-around through
this software-wise but can be somewhat covered with a reserve power-supply

in the server room.

9.2 Unauthorized access

For authentication users must be registered with an account and to access the
dashboard they must sign in. Furthermore, the accounts must be approved by
a site administrator and then, and only then, are they able to access the replay
data. Furthermore, for authorization, we will make use of JW'T which must
be included in the Authorization header of each request, otherwise the API

should reject the request through a 403 status code error.

We also distinguish between Administrators and Players/other dashboard users,
and Administrators will have an additional dedicated page in the Dashboard to
approve/deny/manage accounts. To prevent unauthorized users from accessing
this, on the frontend we will both hide this page but also the API should reject
any admin related API request.
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9.3 SQL Injections

This is not a risk per se as MongoDB, our chosen database software, does
not use SQL. We still do query it, however, but we will make use of prepared
transactions for each API endpoint for an example, which should return the
data needed by the frontend. We also minimize the risk by using as little
user input as possible; at the moment we only envision using user input for
login, registration, and uploading replays. There will also be input validation
on the frontend for user input text fields, for example, and backend, for query

parameters etc.

9.4 Team members risks

These are risks related to the successful and on-time delivery of the Design
Project. We were able to identify some risks which are personal appointments
such as one of our team members not being available for the 6th week of
the project, and possible unforeseen health issues which we hope we don’t

encounter.

We make use of Git throughout the project both for team collaboration and
code backups, in case of hardware failure for any of our team members.

9.5 Distributed Denial of Service

Service is centralized and therefore vulnerable to overload and, consequently,
DDoS attacks. A combination of Cloudflare (which has built in DDoS protec-
tion as well as a proxy to hide the IP address of the server) and nginz (which

has some built-in protections) mitigates the risk.
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10

Team Overview

In the upcoming section, we introduce you to the team’s task distribution
together with our plan. The plan has been divided into two-week sprints and

for each sprint we have a different milestones.



10.1 Distribution of tasks

As we have 4 team members, we have divided the members amongst the tasks
of working on the frontend, backend and database. Aamir and Andrei will
work on the frontend, Julian will work on the backend and Bozhidar will work
on the backend and database.

The task division has been done in accordance with skill and comfort level
of the members in their respective roles. Roles may be subject to change as
progress is made and integration of the front end and back end takes place.
Ultimately, members will participate in all aspects of the project to develop a

unison understanding within the group.

10.2 Planning and schedule

For this project, we plan to use the AGILE-SCRUM philosophy for working as
a team. As far as our schedule goes, an overview is shown in Figure 6 and is
further detailed below.

10.3 First two weeks

During the first two weeks of the design project, the group will focus on laying
the groundwork of the project. This in turn allows us to minimize problems that
may arise in the upcoming weeks. Choices have to be made on the frameworks
to be used, the design of a lo-fi prototype, getting in touch with our contact
person and supervisor, as well as interviewing key stakeholders. As a result,
requirements will be identified for which we solve through providing a working

product.
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10.4 Sprint 1

In this sprint, the group will commence on the coding portion and design of the
database. Feedback will have been received which means changes can be made
to the design prior to staring programming. For the frontend group, the aim
will be to have a hi-fi prototype ready to share with the stakeholders, meanwhile
the backend and database developers will design the database schema which
is an important part of this project. Furthermore, the stub of the backend is

going to be created so that it is ready for Sprint 2.

At the end of the sprint, we will have a meeting with the stakeholders to review
and gain feedback on our progress with the UI, which we will then discuss and

implement in Sprint 2.

10.5 Sprint 2

In this sprint, the main focus will be on the functionality of the dashboard, as
well as incorporating feedback from the stakeholders from the previous sprint.
Integration of the front end and back end will occur. Majority of the features
recognized in the requirements will be implemented. We should aim to have
the minimum viable product by the end of this sprint, or somewhere towards
the middle of the following sprint.

10.6 Sprint 3

In this sprint, we will focus on delivering a finished product for the clients. Re-
maining features will be implemented along with also addressing the feedback
of the clients from the sprint prior. Product should be prepared to undergo

testing towards the end and and beginning of next sprint.
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10.7 Sprint 4

In this sprint, we should already have more than the minimum viable product
and should not be adding any additional features. We allocate this time to
documentation, writing the report, testing, bug fixing and finishing touches to

make the product more presentable.

10.7.1 Group working method

An Agile methodology has been chosen as all members of the group have had
previous experience with the concept. In addition, the nature of this project
calls for quick prototyping and flexibility with the changes on request of the
stakeholders. Other methods such as Waterfall, the group felt was too re-
strictive. The pre-defined nature of the Waterfall method means minimum

deviation from a plan.
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Figure 6: The timeline and set of deadlines for the completion of the design

project.
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11

Sprint reports

In this section, you can find our sprint reports which we wrote throughout the
development lifecycles. They document our progress within each sprint which

are two-week periods, starting from the first week of the module.



11.1 Sprint Zero

During this sprint we began the design of our product together with writing of
the proposal. The good design of the product is crucial for the success of the
implementation. Things that were taken into consideration were modularity,
structure of the database and the infrastructure of the API. Modularity is
important for the future addition of new games with the expansion of the
Esports Team Twente organisation. The structure of the database is vital for

fast and timely processing of requests and sending out the queried information.

11.1.1 Frontend Design

The frontend was designed in Figma while drawing inspiration from existing
sites which display statistics for games. The Esports Team Twente housestyle
was taken into account for the color scheme used in the design. After coming
up with a list of statistics of our own, during interviews we showed our designs
and preliminary list of statistics to both the client and two esports players in
the ETT organization. Based on the results of these interviews, we were able

to refine our design and list of statistics.

Additionally, a lot of careful planning and consideration was done with regards
to the selection of frontend frameworks; specifically, we considered the pros
and cons between VueJS, Django and React. Ultimately we decided that React
was the most suitable for our purposes. As we were ahead of schedule, we were
already able to start with the basic site structure in React during this sprint,

such as creating the login page, header, sidebar, navigation structure.

11.1.2 Backend

The backend architecture was decided upon during this sprint. This means

that we chose which endpoints we want for our API and how to route them.
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For example, we have a /users slug and for it there are different endpoints
like /users/id where id is the identification of a user and it returns the data
for that user’s games. Furthermore, the stub implementation was made after

establishing the aforementioned endpoints.

11.1.3 Database

As mentioned before, the structure of the database is an important aspect to
the success of the project. Thus, it was established that we need to make
use of as much generalization as possible to enable a modular approach for
the backend as well. This means that for example instead of having a table
(or in the case of the Mongo - a collection) for each game’s matches. We can
generalize some of the statistics into a generic match collection and have the
rest of the stats as sub-collections of it. This can be observed in the attached
Database schema in Appendix B.

11.2 Sprint One

The goal of this sprint was to begin coding the frontend, backend and setting
up the database given the design and schemas of the preliminary sprint. Al-
ready in the first week of coding the frontend made great progress and were
very close to creating a so-called Hi-Fi Prototype which means that the visual
representation of the website was almost finished. On the backend side — login

and authentication were implemented. Finally the database was setup using
MongoDB Atlas.

11.2.1 Frontend Team

During this sprint, most of the lo-fi and hi-fi prototypes were realized in Figma

and React respectively. After reflection and consultation with the client, we
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found that it did not make sense to have a Player Stats page as we had planned
in our lo-fi prototype. Instead we decided to have all players’ stats in the Match
Page, as well as a new Round Page which also include all players’ stats for
that round. This also had consequences for the backend and database schema

design.

Aamir

Aamir began implementing the designs in React based on the mockups. In the
previous sprint, the header and sidebar layout was already created and this re-
quired refinement. Then, he moved on to creating the dashboard landing page,
Game page, Match page, refinements to the Replay Upload page in collabo-
ration with Andrei, and some other small components. Careful consideration
was given to ensure the components were made as generic as possible to ensure
easy extensibility in the event that ETT wants to add additional games. The
architecture underwent several refactors to ensure this. Further designs were

made in Figma for pages that weren’t already designed.

Further, he also worked on testing the Ul using a mock implementation of the
API with json-server, all the while creating stub methods to query the API
endpoints. This also allowed us to test the caching features of the API request
library (swr). By the end of this sprint, we consider the design to be 85-90%
completed, with only minor refinements to be done and the Round page for

each match.

Andrei

Andrei worked on implementing the mockup designs into React. He worked on
the Replay Upload page together with Aamir, designed and implemented the
Administrator Panel, player settings page, the signup and forgot your password

pages. He also worked on various components used in the site such as the all-
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time statistics in a game page. For pages that did not have mockups, such as
the Admin panel and the Player settings page, the designs were made in such

a way to correspond to the requirements of the client.

11.2.2 Backend Team

Firstly, for this sprint we had to decide on what framework to use. Frameworks
that we considered were flask, fastapi and the full-stack Django. Due to the
preference of using react for the frontend, django was quickly removed as an
option. Afterwards, we chose FastAPI for the reason that it was more popular

and had more documentation than flask.

Bozhidar

Together with setting up the database, Bozhidar worked on the registration and
update user endpoints of the API. It was a great opportunity to also get familiar
with how the database works and how the transactions work. Furthermore,
Bozhidar created some dummy scripts for data analysis. The reason they are

" is because the client does not require us to create a data

named “dummy’
analysis scripts for replays so he created a script to create random data for a
game to show the ability of the product to use scripts. This also would show

future developers of the product how to use the backend for their scripts.

Julian

Following the setup and initial configurations of the server (application), Julidn
researched various standards, guidelines, and best practices to ensure the client’s
requirements of (but not limited to) extensibility, maintainability, and deploy-
ability. Addressing risk subsection 9.2, authorization and authentication were

implemented using a simple refresh token policy (subject to change) and per-
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mission scopes. Julian also added some endpoints interfacing the database, as
well as database transactions for user data and custom exceptions for informa-

tive error responses.

11.2.3 Database

As mentioned before, the database was setup during the first week. It was
deployed using the MongoDB Atlas Free option as it works best for our purposes
of developing the product. Realistically, the database is to be deployed by the
organization itself using a MongoDB installation program. Some test users and

test data were uploaded while the backend API was being tested.

11.3 Sprint Two

As we had completed most of the user interface in the previous sprint, the goal
for this sprint was to have the frontend and backend integrated and working
together. To that end, on the frontend we began migrating from our mock

server implementation to the actual API, at first only running it locally.

11.3.1 Frontend
Aamir

In coordination with the backend team, Aamir worked on initially testing the
implementation of the API using Postman to ensure that the expected response
types already implemented on the frontend during the mock implementation
phase were compatible with the actual responses of the API. He provided guid-
ance for what additional API endpoints were needed and what needed to be

changed to make the frontend and backend compatible.

He then began implementing API calls and added additional error handling.

63



During the first half of the sprint, Login, Registration, and all of the major
game/match pages were fully integrated. By the end of the sprint, other pages
such as account settings and the administrator panel were also integrated,
almost completely. He estimates that about 95% of the job is done as far as
integration goes; all that remains is additional error handling and handling of

certain edge cases.

Further, he conducted usability testing with the clients to refine the user ex-
perience. This can be found in section 4. Feedback from the usability testing

was analyzed and then incorporated in the design.

Andrei

Andrei worked on making certain components more modular and not hard-
coded for future expansion of the frontend while also changing the design to be
more intuitive for the user. He also was involved in the usability testing ses-
sions by contacting and interviewing key stakeholders of the dashboard. This
can be found in section 4. The integration of the admin panel to the backend
was also done near the end of the sprint. Besides that, minor Quality of Life

improvements were made on the frontend side.

11.3.2 Backend
Bozhidar

Bozhidar finalised implementing the matches endpoint and afterwards began
work on the upload endpoint. The initial upload post functionality was imple-
mented already in the first week. While Aamir was going about with integra-
tion, some errors and new ways to do came up which Bozhidar was quick to
fix or implement. Things like changing the “uploaded_by” to be the User id of

the current user. Or fixing the possibility to change email to an existing one.
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Julian

This sprint’s objective was to integrate the frontend with the backend, revealing
bugs and the necessity of semantical changes. Consequently, Julidn was pre-
dominantly preoccupied with fixing bugs and accommodating the frontend’s
wants. Additionally, Julian added the ability to containerize and or multi-
containerize the backend using docker or docker-compose, respectively. Lastly,
a test suite was added to test the integrity and security of the backend.

11.4 Sprint Three

During the first days of the sprint, integration of frontend with the backend was
finalised. Afterwards, both sides began testing the integration together with
individual testing of the frontend and backend. Numerous bugs were found
during this testing and were subsequently eliminated to ensure a correctly

working product when delivering to the client.

Alongside this, the team continued work on the report and further refinements
such as spell and grammar checks, the fullness of the text and logical correct-
ness. Furthermore, formatting the usability test results and appendices was

done.

11.5 Sprint Four

This Sprint was designated to the finalization of the project. During this week,
the frontend and backend team both completed testing and documentation of
the code. This was followed by the creation of the technical documents (man-
uals) of the frontend and backend, as well as the proofreading and finalization

of this design report. We also worked on the final presentation and poster.
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12

Conclusions

In this final section, we reflect on the planning we made in section 10 together
with evaluation of the team and the responsibilities of each member. Afterward,
we lay out future work for the project together with how we will hand off the

product to our client.



12.1 Reflection on Planning

We initially allocated the first two weeks (“Sprint 0”) to planning, requirements
engineering, and making the lo-fi prototype. We also managed to interview the
client and validate our requirements at this stage. We were able to begin the
hi-fi prototype at this stage as well, after having identified frameworks and
technologies for the frontend. We were a little behind on schedule for the
back-end frameworks, but only because we wanted to carefully consider all the

options.

As for Sprint 1, we were able to complete the hi-fi prototype as planned, using
the mock JSON server, and create a stub implementation of the API, which all
went according to plan. The backend developers settled on a framework, set

up the database, and implemented authentication, and some other endpoints.

By the end of Sprint 2, we had hoped to complete the minimum viable prod-
uct but by the end of it, we had implemented all of the API endpoints and
integrated most of them on the frontend, replacing the mock JSON server im-
plementation from the previous sprint. As such, we were pretty far ahead of

schedule.

By sprint 3, we had already finalized the frontend and backend, and after
conducting testing, we solved a few edge cases. At this point we considered the
development phase to be complete and spent the rest of the time documenting
in the design report and technical document. As such, we were very far ahead

of schedule as we were planning to do this during sprint 4.

12.2 Team evaluation and responsibilities

In general, the team worked well together and little to no arguments needed
to be resolved. One problem was in the beginning that the backend was lack-

ing behind due to the aforementioned thorough consideration of all backend
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frameworks but that gap was quickly covered during the implementation pe-
riod. Afterwards, there was also a slight problem of miscommunication between
the backend developers about who should be working on what part of the back-
end but was also quickly resolved. On the frontend side, there were no conflicts

and each developer did the tasks they were assigned on schedule.

The team was composed of members who already knew each other quite well
and there was no need for a “get-to-know each other” period when the team
was first formed. This, also, meant that we already knew our expertise and
preferences when developing a product like the ETT Dashboard. We quickly
divided the responsibilities as follows:

e Aamir Farooq: Frontend Designer and Developer, Requirements and

System Specification, Interviewer, System integration

e Andrei Raureanu: Frontend Developer, Requirements Analysis, Inter-

viewer, Contact point with Client.

e Bozhidar Velinov: Backend Developer, Requirement Specification,

Database Designer and Developer, System integration

e Julian Navarro Di Pasquale: Backend Designer and Developer, Sys-

tem Specification, Database Developer.

12.3 Future work

Work on the functionality of the dashboard is not yet complete in that the
replay files uploaded are not yet analyzed, as there is no complete analysis
pipeline, only one example implementation on the backend side. This remains
to be done and is the most major thing missing, but will be implemented by

ETT’s in-house development team.

Due to lack of time, we did not implement a way for individual player stats to
be linked to profiles; this would be a good future addition to the dashboard.
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Also, a way for players to link profiles to their accounts, such as Steam or
Riot accounts, such that statistics can be automatically imported from their

accounts.

12.4 Handing off project

We were already developing in the client’s GitHub organization, which they
provided us access to in the first week of the project. As such, they already have
the code, and we will be signing off on our intellectual property. Furthermore,
this is also the reason that we are unable to include a link to the GitHub
repository in this report. The repositories are private and only ETT members

or verified people can access them.

Within the repositories for the frontend and backend, there are some basic
setup steps to get a development environment up and running, and some brief

steps for deployment as well.

In addition, we will be providing the client with a technical document detailing
the architecture of both the frontend and backend, steps on how the dashboard
can be updated and extended, as well as suggestions for how they can deploy

the project on their own servers.

The client has stated that our group has no mandatory involvement after the
project is handed off, but we can if we would like to continue working on the

project.

12.5 Conclusions

We believe that our project was a resounding success and that the client is
satisfied with our project. As the client originally approached us to provide
a base implementation for something they could take and extend, we believe

(and the client agrees) that we satisfied this requirement, while also creating a
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nice user interface and experience and extendable backend implementation.
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13

Appendices

Here you can find the appendices of our project
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UML Diagram

REPLAYf
_id : ObjectiD
game : str
game_type : str
uploaded_by : str
replay_name : str
played_against : str

Users played_by : str

UID : ObjeciD vod_link : Optional[str]
Firstname : str file_id : ObjectiD
Lastname : str replay_date : datetime
Email : EmailStr 7
Password : hashstr
is_admin : bool
is_manager : bool
is_approved : bool

HAS V

Games
Game_ID : ObjectiD Match

Name : str _id : ObjectiD
version : str team_one : str
slug :str team_two : str

f date : datetime
duration : int
10 uploaded_by : str

Players TEAMS map : str

team_id : str(Objectld) 1. TID : Objectid 1 <HAS mvp : str
Name : str - type : str

Game : str

-game_stats : List{GameStats] game : str

vod_link : Optional[str]

RLPlayerStats CSPlayerStats
name : str name : str
goals : int kills : int
assists : int assissts : int
saves : int deaths : int
shots : int RLMatch CSMatch headshots : int
score : innt team_one_stats : Lis{RLPlayerStats] team_one_stats : List{CSPlayerStats] score : int
boost_pickups : int team_two_stats : List{RLPlayerStats] team_two_stats : List{CSPlayerStats] mvp : int
airtime : int rounds : List [RoundStats] 1 start_side : str
bumps : int 6 o bombs_planted : int
demolitions : int 1 bombs_defused : int
clears : int flashes_thrown : int
centers : int nades_thrown : int
aerial_touches : int fires_thrown : int
accuracy : double 1 smokes_thrown : int
aerial_goals : int
bike_goals : int 16.30
reverse_goals : int
-side : str

round_number : int

winner : str
team_one_side : str
team_two_side : str
team_one_round : List[PlayerRoundsStats]
team_two_round : List[PlayerRoundStats]

1

10

PlayerRoundStats
name : str
Kills - int
assists : int
bomb_planted : bool
bomb_defused : bool
flash_thrown : bool
smoke_thrown : bool
nade_thrown : bool
fire_thrown : bool
score : int
alive : bool
killed_by : str

Figure 13: The database schema
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D

Interviews

D.1 Initial meeting

(Q1) Interviewer: What games are we focusing on?
Interviewee: Rocket League mainly, CSGO or League of Legends secondary

if you are feeling confident.

(Q2) Interviewer: Who are the other stakeholders?

Interviewee: Three roles. Data analysts which add a script to the backend,
players who upload replays and see results from the analysis, and coaches who
are interested in the analysis. Keeping track of who is in the team is not

important.

(Q3) Interviewer: Replay has JSON and the VOD? Do we need to store this
or is it served on some service from the game itself? What else needs to be
stored (per match?).

Interviewee: Every game has different ways of encoding their data. Not
interested in saving a replay but more the data. Would be nice to be able to

look at game and analysis. Do not have to save a video to the database.

(Q4) Interviewer: Do we handle analysis? Is there already a backend to do
this (project description mentions optionally “building” the analysis pipeline,
do we do it with dummy data if not)

Interviewee: Python scripts for rocket league. We have to build backend and



front end to be able to work with the scripts.

(Q5) Interviewer: Do you prefer the use of a framework or language?

Interviewee: Backend — Python, choose framework. Frontend is up to us.

(Q6) Interviewer: What is simple statistics for you?

Interviewee: CSGO — players, kills, deaths, per map wins, enemies flashed,
damage per round etc (it’s in the replay data already)

For players and for team

Advanced — how many smokes, flashes etc.

(Q7) Interviewer: Who is the administrator? Can anyone sign up and make
teams? Is there an approval process and or does an admin has to add the
team?

Interviewee: Up to us for now

(Q8) Interviewer: What is the bare minimum to pass?
Interviewee: Website with a backend where you can upload a replay of a
game. Someone with knowledge of the backend can upload to it. Can run their

scripts. Database of replays that can go through data analysis.

(Q9) Interviewer: Hosting? Domain? Shall we deploy the website?
Interviewee: Do it on your own machine. Hosting is their job. Keep in mind
that will would eventually like to deploy.

Bonus — application run in docker container

(Q10) Interviewer: Do you want an authentication flow?

Interviewee: A login system with email verification. Approved by an admin.

(Q11) Interviewer: Networking?

Interviewee: No networking needed.

(Q12) Interviewer: REST API?
Interviewee: Just do it in REST.
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D.2 Rocket League player meeting

(Q1) Interviewer: Can you tell use how review sessions are currently being
done?
Interviewee: Run through a replay (someone else breaks down performance:

good, bad, not really specific here)

(Q2) Interviewer: Is it easy to understand how you have performed during
reviews? How has the team performed?

Interviewee: Missing answer

(Q3) Interviewer: Is there any information missing during those reviews?

Interviewee: Missing answer

(Q4) Interviewer: What type of information would you like to see? Can you
list it out?
Interviewee: Boosts stolen, goals, shots, assists, saved, shooting percentage,

possession, (big and small) boosts collected, heat maps.

(Q5) Interviewer: We have created a lo-fi prototype, can you give us your
opinion on this?

Interviewee: Missing answer

(Q6) Interviewer: What do you want to see on the home screen of the dash-
board?

Interviewee: (not answered)
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(Q7) Interviewer: What would he like on the landing page for a specific
game?
Interviewee: Contact information, roosters plus breakdown, upcoming matches,

history of matches, most recent game with blown up information display.

(Q8) Interviewer: Player statistics?

Interviewee: Total games (won, lost), G/A.

(Q9) Interviewer: Additional pages?

Interviewee: Roster page (with all the teams included).

(Q10) Interviewer: Additional features?

Interviewee: Export data.

D.3 CSGO player meeting

(Q1) Interviewer: Can you tell us how review sessions are currently being
done?

Interviewee: We do it solo mostly.

(Q2) Interviewer: Is it easy to understand how you have performed during
reviews? How has the team performed?

Interviewee: Missing answer

(Q3) Interviewer: Is there any information missing during those reviews?
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Interviewee: Missing answer

(Q4) Interviewer: What type of information would you like to see?
Interviewee: KDA, headshot %, ADR, utility dmg/usage, winrate, avg kills /round,
avg deaths/round, winrate per maps, round(per SIDE) winrate per map would

also be nice, scoreboard per match

(Q5) Interviewer: We have created a lo-fi prototype, can you give us your
opinion on this?

Interviewee: Would be nice to attach notes to replays (ex: look at B side of
this replay or check smoke usage). Automatic tags to replays for easy search

(ex: search for inferno and get all Inferno games)

(Q6) Interviewer: What would you like on the landing page?

Interviewee: Seems good so far, don’t really want anything.
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E
Usability Testing

E.1 Question list

Process

1. Introduction about the website

(a) Purpose of the website is for ETT to be able to upload replays from

games, process the replays and store and display the statistics

(b) Have them “register an account” then “approve their account”, “as-

sign” them Administrator permissions
(c¢) Let them “sign in”

(d) We screen record with their consent and take notes along the way
2. Give them 20 seconds to familiarize themselves with the site

(a) They need to figure it out on their own
3. Follow the below interaction scenario

(a) Measure the time it takes for them to go through each question

(b) Questions must be unbiased, i.e. can’t tip them one way or the other

Interaction scenarios



1. Describe the basic structure of the website
Interviewee 1: Landing page: recent uploads, teams and their perfor-
mance, general overview
Plus button adds replays. Straightforward, can attach a replay file
Individual game pages: recent matches that csgo team has played. As-
sumed different teams can play. Rocket league similar. Overview of how
team has performed for a game
Admin panel: account management, what accounts there are, approving
new account, possibly changing rules, checking accounts
Settings page for user, changing user, password
Interviewee missed the match page, which you can navigate to by clicking
on the cards
Interviewee 2: Each game recent, latest matches, overview of all the
matches. Team overview. Add replay button. Profile page, personal in-
formation. Settings to approve accounts. Homepage overview of all the
games.
Missed match page
Interviewee 3: Landing page: thinks it shows a specific player’s game
and the teams they in for each game.
Understands that you go to to specific game and look at details of a spe-
cific match. Match page: Understands that they see the statistics during
a match. Settings page: they were not sure if the admin panel is available

for everyone or just admins. Same for user settings page.

2. How many matches did ETT’s CSGO team play on September 23rd?
Correct answer: 3
Interviewee 1: Looked at the recent matches card, did not find it there,
then correctly looked at the all matches table
Interviewee 2: One game from recent matches. Figured out you can

click recent game card.
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Interviewee 3: Answered correctly and also quickly understood there

is pagination in the table.

. What is the Rocket League team’s winrate? Correct answer: 64%
Interviewee 1: Answered correctly by navigating to RL team page
Interviewee 2: Answered correctly.

Interviewee 3: Answered correctly, although it took a little longer.

. On September 22nd, ETT played a Rocket League match against Blueshell.
How many boost pickups did ETT make? Correct answer: 215
Interviewee 1: Navigated to the right page, but answered 259 (looked
at the wrong team), but then corrected himself to 215

Interviewee 2: Answered correctly.

Interviewee 3: Answered correctly and also made sure there are not
multiple matches on the same date. Took the information from the bar-

chart.

. On the same match, how many boost pickups did Nikola make? Correct
answer: 88

Interviewee 1: Found correctly using table

Interviewee 2: Answered correctly.

Interviewee 3: Answered correctly using the table.

. How long was ETT’s most recent Rocket League match on Champion’s
Field? Correct answer: 6 minutes

Interviewee 1: Found correctly using overview card

Interviewee 2: Answered correctly.

Interviewee 3: Answered correctly by navigating to the rocket league

page and clicking most recent match card.

. How many smokes did Patrick throw on Round 11 of ETT’s most recent
CSGO match? Correct answer: 16
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8.

9.

10.

11.

Interviewee 1: Found it, but was confused by the dummy data we used
in our test being buggy

Interviewee 2: Answered correctly.

Interviewee 3: Answered semi-correctly, navigated correctly but did

not use round page.

What was ETT’s score in their most recent Rocket League match? Cor-
rect answer: 7

Interviewee 1: 7, found on game page

Interviewee 2: Answerd correctly by looking at recent games card

Interviewee 3: Answered correctly

Who was the winner of the Rocket League match against Blueshell on
September 237 Correct answer: Draw

Interviewee 1: Figured out it was a draw from color

Interviewee 2: Figured out it was a tie.

Interviewee 3: Draw, saw from blue color

Please navigate to the Rocket League page. What do the column headers
signify in the Latest Match table? How about CSGO?

Interviewee 1: Was not sure at first, but then correctly answered “goals,
asissts, saves” for RL and “kills, assists, deaths” for CSGO
Interviewee 2: “Goals, assists, saves” for RL but was confused about
goals because it didn’t add up to score, bad dummy data. CSGO: Kkills,
assists, deaths.

Interviewee 3: Figured out easily

Please navigate to the Rocket League page. On one of the recent matches
card, what does the statistic signify for the MVP? How about CSGO?
Interviewee 1: Found “goals/assists/saves” by hovering on the card and
“kills/assists/deaths”
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Interviewee 2: Found “goals/assists/saves” by hovering on the card and
“kills/assists/deaths”
Interviewee 3: Found “goals/assists/saves” by hovering on the card and
“kills/assists/deaths”

12. Can you change your password?
Interviewee 1: Found it easily, but was confused by the settings/user
icon
Interviewee 2: Found it easily.

Interviewee 3: Went to admin panel first. Then went to right page

13. Assign “Generic Name Test” to the CSGO team.
Interviewee 1: Found the Ul very confusing (was incomplete)
Interviewee 2: Found the Ul very confusing (was incomplete). Went to
accounts that need approval instead.

Interviewee 3: Chose player role and then csgo team, good

14. Ask them to upload a replay (tournament match for Rocket League).
Interviewee 1: Added json
Interviewee 2: Went to + button, went OK
Interviewee 3: Went to RL page first then clicked on floating action

button. Found the page after one extra step
Feedback questions - Scale of 1 to 5

1. On a scale of 1 to 5, how intuitive is the dashboard?

(a) Overall structure
Interviewee 1: 4
Interviewee 2: 4

Interviewee 3: 4
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(b) Layout of the components
Interviewee 1: 4
Interviewee 2: 5

Interviewee 3: 4

(c) Effort it took to familiarize yourself (5 for low effort, 1 for a lot of
effort)
Interviewee 1: 5
Interviewee 2: 4

Interviewee 3: 3

2. On a scale of 1 to 5, how useful are the statistics displayed per match?
Interviewee 1: 3.5
Interviewee 2: 5

Interviewee 3: 4

3. On a scale of 1 to 5, how descriptive are the statistics for each game?
Interviewee 1: 3.5
Interviewee 2: 4

Interviewee 3: 5
4. On a scale of 1 to 5, how intuitive is the onboarding process?

(a) Adding a new player?
Interviewee 1: 4
Interviewee 2: 3

Interviewee 3: 3

(b) As a new user yourself, in the beginning?
Interviewee 1: 4
Interviewee 2: 5

Interviewee 3: 4

Open discussion questions
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1. Initial impressions and comments?

Interviewee 1: Looks nice, didn’t know at first what the Upload replay
“4+” button did, but then realized after clicking on it. Account settings
page was straightforward and understandable. Game page was straight-
forward. Thought the UI would be confusing if they had multiple teams
(but we had not yet implemented this at this stage, we took this as a
takeaway that we SHOULD implement it. Initially confused about the
settings and user icon, thought settings was for own user and not the
administrator panel, but once he knew the difference it was fine.
Interviewee 2: Really nice, liked how its layed out. Pleasing to the eye.
Confusion between settings icon and user icon again.

Interviewee 3: Most of them, in general. Except for the administrator

panel.

2. Were you able to find the features we asked for easily?
Interviewee 1: Managed to find everything pretty fast, wasn’t confused
often or at all
Interviewee 2: Found it easily, except administrator panel

Interviewee 3:

3. Did anything frustrate you while navigating the site?
Interviewee 1: No
Interviewee 2: No

Interviewee 3: Not really

4. If you were to improve or change one thing on the dashboard, what would
it be?
Interviewee 1: Can’t think of anything, a lot of whitespace but he has
a 4K screen
Interviewee 2: For games nothing. Administrator panel to make it look

more intuitive.
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Interviewee 3: Can’t think of anything but it would be between settings

and admin panel pages

5. Any additional features/components that you would like to see in the
final product?
Interviewee 1: You could always add more statistics. Click on a player
to see statistics of that player
Interviewee 2: For replay: specify the file format expected. (we don’t
know the formats though so this was not possible)
Interviewee 3: Can’t think of anything, was really impressed with what

it already has

6. Any other comments? Closing remarks?
Interviewee 1: Looks nice, easily familiarized and liked the styling.
Liked that we used ETT house style and colors.
Interviewee 2: Really likes the look of it, would like to actually use it

Interviewee 3: Nothing

E.2 Results

Interaction scenarios - timing the interaction in seconds
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Table 1: A table of the results from interaction scenarios

Interviewee
Interaction 1 2 3 Average
Scenario 2 12 14 10 12.00
Scenario 3 3 12 8 7.67
Scenario 4 17 8 20 15.00
Scenario 5 5 19 7 10.33
Scenario 6 8 3 20 10.33
Scenario 7 30 1 14 15.00
Scenario 8 5 40 10 18.33
Scenario 9 7 6 9 7.33
Scenario 10 16 10 25 17.00
Scenario 11 2 7 10 6.33
Scenario 12 8 9 15 10.67
Scenario 13 25 90 10 41.67
Scenario 14 20 45 44 36.33
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